
How we can help secure and 
accelerate your Microsoft 365 
Copilot adoption.

The challenge
In the rapidly evolving digital landscape, the adoption of 
Microsoft 365 Copilot is a key focus for organisations aiming to 
enhance productivity and collaboration. However, clients need 
confidence that any implementation safeguard your 
organisation against potential security risks.

The solution
We can help you gain confidence that you have a clear 
understanding of the safeguards required to securely adopt 
Microsoft 365 Copilot based on our technology enabled 
rapid cyber security readiness and risk exposure 
assessment.

Phase 1: Microsoft 365 Copilot Cyber Readiness Assessment

Approach
Our in-depth readiness assessment offers a holistic 
analysis of your organisation’s Microsoft 365 Copilot 
implementation. 

We take a top down, threat led approach as well as 
assessing your organisation against PwC’s tailor-made 
Microsoft 365 Copilot Security Framework; containing 60+ 
technical safety measures the outcomes of which cover:
• Data Security & Compliance
• Access and Permissions Management
• Microsoft 365 Eco-system Security
• Copilot Platform

Data life cycle readiness Microsoft 365 tenant readiness Report

Security and 
Isolation
Evaluate security 
policies within 
your Microsoft 
365 environment 
to identify 
potential 
vulnerabilities.

Access and 
Permission 
Management
Review your 
access and 
permission 
management 
processes for 
your M365 
environment.

Data Storage 
and Security
Evaluate your 
data storage 
practices in 
Microsoft 365 
environment.

Data Sharing 
Review
Leverage native 
M365 capabilities 
to identify 
oversharing of 
potentially 
sensitive M365 
data.

Compliance 
and Monitoring
Examine your 
compliance 
policies and 
management 
processes.

Express 
Readiness 
Report
Deliver a report 
on your 
preparedness for 
implementing 
M365 Copilot, 
including 
remediations 
steps.

Outcomes

Overall readiness for 
adopting M365 Copilot.

High-level remediation 
roadmap and 
recommendations. 

Risk exposure 
assessment with scoring 
across the different 
domains.

01 02 03 04
A prioritised list of 
tactical 
recommended actions.
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MS Graph 
Connector
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Threat modelling

Microsoft 
365 Apps

3rd-party 
Apps

Data Loss 
Prevention
Conduct an 
analysis of your 
M365 data loss 
prevention 
strategy.

Microsoft 365 
Copilot



We will adopt a risk-based strategy that aligns to your M365 Copilot deployment. We will take action to fix issues identified in the 
cyber security readiness and risk exposure assessment. Our remediation efforts will target these specific areas:

Phase 2: Post Readiness Assessment Remediation Support

Entra IDDefender for 
Office 365

Microsoft Purview Defender for IdentityM365 Copilot

Additional value add services (optional)

Business readiness: 
Engage leaders and employees in 
identifying priority use cases, balancing 
productively and responsibility. Enabling 
your organisation to measure value to 
fully understand the RoI of Copilot.

Adoption readiness
Supporting employee adoption of 
Copilot through persona based change 
journeys, initial communications, 
training and the establishment of user 
communities across the business.

Data readiness:
Verify data compliance with privacy 
policies and implementing data 
governance for accurate outputs 
through prompt refinement.

Operational and support readiness:
Prepare your IT service desk for 
managing issues and prioritising defects 
effectively. 
Rank use cases according to their 
alignment with the business processes.

AI governance:
Define an acceptable use policy and the 
do’s and don’ts when using Copilot, set 
up an easy way to report and handle 
any issues like hallucinations.

Microsoft CoPilot Azure OpenAI

Why choose PwC?

We are rated by Forrester as a leader 
in European cybersecurity consulting
services providers.

Microsoft Alliance PwC is Microsoft’s 3rd 
largest customer globally and Microsoft’s #1 
Advisory Services Provider covering a range of 
technology and services.

Related services

Microsoft 
365 Copilot

Azure Open AI

Your contacts

Jordan Pötsch

PwC Germany
M: +49 175 6913618
E: Jordan.Poetsch@pwc.com

Aleksei Resetko

PwC Germany
M: +49 69 95855555
E: Aleksei.Resekto@pwc.com
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